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Abstract - Credit card fraud is a field with perpetrators 

performing illegal actions that may affect other individuals 

or companies negatively. For instance, a criminal can steal 

credit card information from an account holder and then 

conduct fraudulent transactions. The activities are a 

potential contributory factor to how illegal organizations 

such as terrorists and drug traffickers support themselves 

financially. Within the machine learning area, there are 

several methods that possess the ability to detect credit card 

fraud transactions; supervised learning and unsupervised 

learning algorithms. This essay investigates the supervised 

approach (Random Forest) is evaluated on a real-life dataset 

of 284,807 transactions. Under those circumstances, the 

main purpose is to develop a “well-functioning” model with a 

reasonable capacity to categorize transactions as fraudulent 

or legit. As the data is heavily unbalanced, reducing the false-

positive rate is also an important part when conducting 

research in the chosen area.  
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1.INTRODUCTION: Credit card is a small thin plastic or 

fiber card that contains information about the person such 

as picture or signature and person named on it to charge 

purchases and service to his linked account charges for 

which will be debited regularly. Now a day’s card 

information is read by ATM’s, swiping machines, store 

readers, bank and online transaction. Each card as a unique 

card number which is very important, its security is mainly 

relies on physical security of the card and also privacy of 

the credit card number. There is rapid increase in the credit 

card transaction which as led to substantial growth in 

fraudulent cases. Many datamining and statistical methods 

are used to detect fraud. Many fraud detection techniques 

are implemented using artificial intelligence, pattern 

matching. Detection of fraud using efficient and secure 

methods are very important. Credit card is a small thin 

plastic or fiber card that contains information about the 

person such as picture or signature and person named on it 

to charge purchases and service to his linked account 

charges for which will be debited regularly. Now a day’s 

card information is read by ATM’s, swiping machines, store 

readers, bank and online transaction. Each card as a unique 

card number which is very important, its security is mainly 

relies on physical security of the card and also privacy of 

the credit card number. There is rapid increase in the credit 

card transaction which as led to substantial growth in 

fraudulent cases. Many data mining and statistical methods 

are used to detect fraud. Many fraud detection techniques 

are implemented using artificial intelligence, pattern 

matching. Detection of fraud using efficient and secure 

methods are very important. Million and billions of people 

use the credit card for payment in both online and offline 

transaction, due to existence of widespread point of sale 

(POS). countless transaction occurred per minute 

everywhere in the planet. The reason behind fraud is 

negligence of user. when third person steal the most 

important information about credit card and user details 

easily fraud can be achieved. To detect what type of fraud, 
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occur during transaction, we need to face Several 

challenges. Fetching that among all the transactions is 

occurred and which one is real could be a task. Amongst the 

standard and very common ways of making payment 

globally and especially in North America, because of the 

presence of a far-reaching point of sale. A huge number of 

individuals around the globe use charge cards to buy 

products and services by getting credit for a time of half a 

month. Any helpful framework could be mishandled. The 

challenge is to recognize fraudulent credit card 

transactions so that the customers of credit card companies 

are not charged for items that they did not purchase. Main 

challenges involved in credit card fraud detection are: 

 Enormous Data is processed every day and 

the model build must be fast enough to 

respond to the scam in time. 

 Imbalanced Data i.e., most of the transactions 

(99.8%) are not fraudulent which makes it 

really hard for detecting the fraudulent ones 

 Data availability as the data is mostly private. 

 Misclassified Data can be another major 

issue, as not every fraudulent transaction is 

caught and reported.  

 Adaptive techniques used against the model 

by the scammers.  

2. RANDOM FOREST:  

A random forest is a supervised machine learning 
algorithm that is constructed from decision tree algorithms. 
This algorithm is applied in various industries such as 
banking and e-commerce to predict behavior and 
outcomes. A random forest is a machine learning technique 
that’s used to solve regression and classification problems. 
It utilizes ensemble learning, which is a technique that 
combines many classifiers to provide solutions to complex 
problems. A random forest algorithm consists of many 
decision trees. The ‘forest’ generated by the random forest 
algorithm is trained through bagging or bootstrap 
aggregating. Bagging is an ensemble meta-algorithm that 
improves the accuracy of machine learning algorithms. 

 It’s more accurate than the decision tree algorithm. 
 It provides an effective way of handling missing 

data. 
 It can produce a reasonable prediction without 

hyper-    parameter tuning. 
 It solves the issue of overfitting in decision trees. 

 

Fig. 1. Random Forest 

3. Existing System: In existing System, normalization is 

applied before Cluster Analysis and with results obtained 

from the use of Cluster Analysis and Artificial Neural 

Networks on fraud detection has shown that by clustering 

attributes neuronal inputs can be minimized. And 

promising results can be obtained by using normalized data 

and data should be MLP trained. This research was based 

on unsupervised learning. Significance of this paper was to 

find new methods for fraud detection and to increase the 

accuracy of results. The data set for this paper is based on 

real life transactional data by a large European company 

and personal details in data is kept confidential. Accuracy 

of an algorithm is around 50%. Significance of this paper 

was to find an algorithm and to reduce the cost measure. 

The result obtained was by 23% and the algorithm they find 

was Bayes minimum risk. 

3.1. Disadvantages of Existed System: 

1. In this paper a new collative comparison measure that 

reasonably represents the gains and losses due to fraud 

detection is proposed.  

2. A cost sensitive method which is based on Bayes 

minimum risk is presented using the proposed cost 

measure. 

4.Proposed System: In proposed System, we are applying 

Random Forest algorithm. Random Forest is an algorithm 
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for classification and regression. Summarily, it is a 

collection of decision tree classifiers. Random forest has 

advantage over decision tree as it corrects the habit of over 

fitting to their training set. A subset of the training set is 

sampled randomly so that to train each individual tree and 

then a decision tree is built, each node then splits on a 

feature selected from a random subset of the full feature 

set. The proposed system has the following advantages 

compared to other approaches that currently existing 

system exists for: 

1. Random Forest ranks the importance of variables in a 

regression or classification problem in a natural way can be 

done by Random Forest.  

2. The 'amount' feature is the transaction amount. Feature 

'class' is the target class for the binary classification and it 

takes value 1 for positive case (fraud) and 0 for negative 

case (not fraud) 

5. System Architecture: Every software has a model. 

Before the implementation of the software, architecture is 

drawn within the sort of any model or any diagram. So, it 

become quite easier to know the flow of the software and it 

also help within the easier implementation of the software. 

The client interacts with the developer team so that client 

can make them understand that what kind of software he 

wants. According to his idea the developer team makes 

diagram in order that it can become easy for the both of the 

parties. If any changes are to be made, then the client could 

also ask the developer to make the required change. The 

explanation of the above architecture is as follows: System 

architecture of proposed method consists of mainly two 

tasks. Here the architecture diagram of credit card fraud 

detection is shown below. 

 

                   Fig. 2. System Architecture 

The steps followed in architecture diagram are 

Step 1: Initially load the dataset named as “credit card fraud 

data set” which is downloaded from kaggle website into 

jupyter notebook. 

Step 2: Data Cleaning Process can do in Step2. Check the 

Missing values in the dataset. Detect the missing values if 

are present and remove or fill the missing values with 

mean, median and most repeated value. Convert the data 

into desired form if they are in undesired form. 

Step 3: In Step3 verify the data again and check the missing 

values. 

Step 4: Select the two variables X, Y and copy the attributes 

in the dataset into the variables which are helpful to fraud 

detection 

Step 5: Split the dataset into training data and testing data. 

Step 6: Fit the model to the training data. The model we 

selected for fraud detection status is “Random Forest” 

which is supervised learning algorithm tested on labeled 

data.  

Step 7: Test the fraud or not by using the tested data and 

model. In this way we enter new data for checking fraud 

status by using the previous data. 

Step 8: Check the accuracy of credit card fraud detection of 

new data and print. 

6. Flow Chart: A flowchart is a picture of the separate 

steps of a process in sequential order. It is a generic tool 

that can be adapted for a wide variety of purposes, and can 

be used to describe various processes, such as a 

manufacturing process, an administrative or service 

process, or a project plan.  

Flowchart Basic Procedure: 

1. Define the process to be diagrammed. Write 

its title at the top of the worksurface. 

2. Discuss and decide on the boundaries of 

your process: Where or when does the 

process start? Where or when does it end? 

Discuss and decide on the level of detail to 

be included in the diagram. 

3. Brainstorm the activities that take place. 

Write each on a card or sticky note. 
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4. Arrange the activities in proper sequence. 

5. When all activities are included and 

everyone agrees that the sequence is 

correct, draw arrows to show the flow of 

the process. 

             

                   Fig. 3. Flow Chart 

7.Conclusion: Hence, we have acquired the result of an 

accurate value of credit card fraud detection 

i.e.,0.995611109160493 (99.56%) using a random forest 

algorithm with new enhancements. In comparison to 

existing modules, this proposed module is applicable for 

the larger dataset and provides more accurate results. The 

Random Forest algorithm will provide better performance 

with many training data, but speed during testing and 

application will still suffer. Usage of more pre-processing 

techniques would also assist. 

8. Future Scope: Our future work will try to represent this 

into a software application and provide a solution for credit 

card fraud using the new technologies like Machine 

Learning, Artificial Intelligence and Deep Learning. 
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